Connettersi col browser all’indirizzo:

https://connect.unipr.it:4443

Inserire le proprie credenziali Unipr nella richiesta di login

/[ Please Login x \ (-] - a

= C | [ httpsy//connectunipr.it4443/ ® 0Q

&7% Please Login

‘ nome.cognome@unipr.it

Ceessaneed |

Una volta effettuato il login apparira il tasto “Download Forticlient”. Cliccando sul tasto selezionare la
versione di sistema operativo del proprio dispositivo.

/ [ SSL-VPN Portal x|

<« (e [ @ Sicuro | httpsy//connectunipr.it:4443/sslvpn/portal.html#/

SSL-VPN Portal

A The SSL-VPN portal has been enabled for tunnel mode use only. Please download FortiClient below in order to connect.

Download FortiClient w
@ ios
i Android

R Windows

‘ Mac



https://connect.unipr.it:4443/

Il browser verra automaticamente reindirizzato alla pagina ufficiale di download del client Fortinet.

Cliccare su “FREE DOWNLOAD” sulla destra.

2 C O forticlient.com/#

@ =

Integrated endpoint protection that provides automated next-generation threat
protection, as well as visibility and control of your software and hardware inventory
across the entire security fabric. Identify and iate vulnerable or compromi:
hosts across your attack surface.
-
-—
@ Provides Endpoint Visibility & Compliance throughout Security Fabric

@ Prevent Known Vulnerabilities from Being Exploited by Attackers FREE DOWNLOAD
© Automated Behaviour Based Protection against Unknown Threats
@ Simplified Endpoint Management

FortiClient

Next Generation Endpoint Protection

Your free download comes with regular
updates to ensure the latest threat data and
intelligence is protecting your devices.

Technical Specifications

Cliccare su “Download” per cominciare lo scaricamento del file di installazione.

Free Downloads

B FortiClient for Windows

Get FortiClient 5.6 for Mac OSX @ AntiVirus
Mac OSXv10.8 Mountaln Lion or higher & SSLVPN

& 2-Factor Authentication
& Vulnerability Scan

Una volta terminato lo scaricamento aprire cliccando 2 volte sul nome del file.
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Comincera l'installazione.

FortiClient Installer

Status
Contacting servers [0%)...

|




Alla prima richiesta spuntare “Yes | accept..” e cliccare su “Next”

ﬂ FortiClient Setup - X
Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on your computer, Click Next to continue
or Cancel to exit the Setup Wizard.

Spuntare solo “Secure Remote Access” e cliccare “Next”

#2 FortiClient Setup = X
Choose Setup Type ami
Choose the setup type that best suits your needs =.=

Security Fabric Agent
Endpoint telemetry, host vulnerability scanning and remediation

] Secure Remote Access
SSL and IPsec VPN

[[] Advanced Persistent Threat (APT) Components
FortiSandbox detection and quarantine features

[[] Additional Security Features




Cliccare “Next”

ﬂ FortiClient Setup -
Destination Folder ami
Click Next to install to the defauit folder or dick Change to choose another. =-=

x

Install FortiClient to:

|c:\progam Files (x86) Fortinet\FortiClient)

Back || Next | | Cancel

Cliccare “Install”

# FortiClient Setup = X
) B -
Ready to install FortiClient 4
Sow

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Bak ||  Instal | Cancel




ﬁl FortiClient Setup - X

-
Installing FortiClient e
w

Please wait while the Setup Wizard installs FortiClient.

Status: Backing up current settings
1 — -

Al termine dell’installazione potrebbe essere richiesto un riavvio per rendere I'installazione operativa.
Cliccare su “Yes”

o

-
Installing FortiClient e
w

Please W i) FortiClient Setup

Status: . You must restart your system for the configuration
! changes made to FortiClient to take effect. Click Yes to
restart now or Mo if you plan to manually restart later.

Tra i programmi e/o sul Desktop apparira un’icona “Forticlient”. Aprire il file per la configurazione del client
VPN.
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Selezionare il menu “Remote Access” sulla sinistra. Nella finestra che compare cliccare “Configure VPN”

422 FortiClient - X
File Help

FortiClient Console -
Compliance
Not Participating
Sandbox Detection
Sandbox Detection Disabled
;| Remote Access
Ll Mo VPN Connected
Vulnerability Scan
1 Vulnerabilities Found

Configure VPN

Completare:

Connection name: VPN_UNIPR
Description: opzionale

Remote Gateway: connect.unipr.it
Spuntare “Customize port” e scrivere 4443,
Cliccare su “Apply”

Cliccare su “Close”

£22 FortiClient - X
File Help
Prova_ospiti i New VPN Connection

SSL-VPN

=} UniprProva RV IPsec VPN
SSL-VPN

[VPN_UNIPR |
Description
[Connessione VPN alla rete Unipr |

Remote Gateway

|connect.unipr.it | Customize port

Authentication
@® Prompt on login (O Save login

[] Client Certificate

[C] Do notWarn Invalid Server Certificate

h | = Apply Close

Inserire le credenziali di ateneo (nome.cognome@unipr.it e password) e cliccare su “Connect”.



mailto:nome.cognome@unipr.it

ortiClient - X
File Help

Compliance
Mot Participating
kgj Sandbox Detection
Sandbox Detection Disabled
@ AntiVirus
Realtime Protection Enabled
Web Security
[
Web Security Enabled
Q Remote Access
Ll No VPN Connected
. Connect
@ Vulnerability Scan
Vulnerability Scan Enabled

[

L1 VPN_UNIPR - |,

{ £ nome.cognome@unipr.it ‘

‘ ﬁ ssssssses ‘

Se le credenziali sono corrette viene creato il collegamento alla rete di Ateneo.

222 FortiClient - X
File Help

FortiClient Console
Ci li
Lol
VPN_UNIPR
Sandbox Detection ngf

160.78.142.65

Sandbox Detection Disabled SSL

@ AntiVirus
Realtime Protection Enabled

(5 Duration 00:00:13
<] Bytes Received 84.96 KB

4] Web Security I+ Bytes Sent 53.29 KB

f‘ Web Security Enabled

Q Remote Access

Ll VPN Connected
. Disconnect
@ Vulnerability Scan
Vulnersbility Scan Enabled

Ora si puo accedere ai servizi offerti via VPN, come ad esempio accedere al Fileserver.
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